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Cyber Attack

A successful cyber attack at the local level may negatively impact the publics ability to conduct 

business with the County. It's possible that they would be unable to pay utility or tax bills online. 

On a national scale, increased online control of critical infrastructure means greater 

vulnerability of electrical power grids, water and transportation systems, oil pipelines, refineries 

and power-generation plants.  

Property is not at risk from a cyber attack. The environment is not at risk from a cyber attack.

Should a cyber attack take down the County internet/intratnet system, emergency 

management programmatic activities may experience a minor impact.  Cyber 

infrastructure enables storage and transfer of massive amounts of knowledge to enable 

planning, resource allocation, personnel deployment, and coordination of emergency 

situations. The Volusia County Information Technology Department would activate its 

COOP in this situation. 

Civil Disturbance

The public may be negatively impacted by a civil disturbance. If a civil disturbance were to occur 

during a major NASCAR event, bystanders may be injured or killed. Similar results may occur 

during Biketoberfest and Bikeweek when hundreds of thousands of motorcycle enthusiasts visit 

Volusia County.

Property is at risk to a civil disturbance. Rioters may damage both private and public 

property, disrupting the ability to respond to the situation and causing damages in the 

hundreds of thousands of dollars. Florida has experienced seven major riots, beginning 

with the 1923 Rosewood riot, then 1967 Tampa riots, 1980 Miami riots, 1982 Miami riots, 

1987 Tampa riots, 1989 Tampa riots, and most recently the 1996 St. Petersburg riots.

The environment is at moderate risk to a civil disturbance. Rioters may burn vehicles and 

buildings, releasing toxic gas, fumes, and fluids onto roads. 
Program applications will not be adversely affected by a civil disturbance.

Coastal Oil Spill

The impact of a coastal oil spill may impact those with pre-existing breathing difficulties living 

close to the coast. The VCHD and VC Environmental Management will monitor air, water, 

sediment, and waste generated by the cleanup operations. 

Property is not directly at risk from a coastal oil spill. 

The environment is at high risk to the impacts from a coastal oil spill. Refer to the 

"Volusia County Coastal Oil Spill Cleanup and Debris Removal Plan" beginning on page 7 

for a description of the potential environmental impact from an oil spill.

Program applications will not be adversely affected by a coastal oil spill.

Terrorist Attack

The citizens of Volusia County are at risk to a terrorist attack every day. Volusia County is home 

to NASCAR and hosts hundreds of thousands of visitors every year for race events, motorcycle 

events, and other spectator events such "Wings and Waves" and the New Smyrna Beach 

"Balloon Fest." Volusia County is home to five colleges and universities with an international 

blend of students. The risk of terrorist attack include injury and death. 

Property is at risk to a terrorist attack. A single explosion or dirty bomb could destroy 

multiple facilities and injure or kill hundreds of people.

The environment is at risk to a terrorist attack. A dirty bomb or large explosion could 

potentially contaminate a large area. 

Program operations are at minimal risk to a terrorist attack. The VCEOC is a hardened, 

secure facility.  Should a terrorist attack occur in Volusia County, additional resources 

may be necessary that would be requested through mutual aid agreements and the 

State. Routine programs operations may be temporarily suspended.

Mass Migration The citizens of Volusia County are at minimal risk to a mass migration event. Property is not directly at risk from a mass migration event. The environment is at minimal risk to a mass migration event. Program operations are at minimal risk to a mass migration event.

HAZMAT (fixed, mobile, 

and terrorism)

The citizens of Volusia County are at risk to Hazardous Materials (HAZMAT) every day.  HAZMAT 

can come from fixed or mobile sources, (facilities, trains, semi trucks) or can be intentionally 

used for harm in a terrorist act.  Citizens may be impacted on roadways, at school, in their 

homes, through their food supply, or in public venues (large stadiums, athletic events, movie 

theaters, the Speedway, etc).  The risks of hazardous materials may be illness, injury, or death. 

With 2 major interstate highways, 2 major rivers, and 2 railroads in Volusia County, hazardous 

materials incidents occur on a daily basis; fortunately, the vast majority of these involve minor 

petroleum spills or sewage discharges.  

Property in Volusia County is at risk and vulnerable to the impacts of hazardous 

materials.  Chemical spills, bioterrorism, WAD, cyber attacks, etc, all impact our property 

and infrastructure.  A single explosion could devastate a facility or cluster of facilities.  

Homes and businesses could receive damage or even collapse.  Hazardous materials can 

erode or corrode infrastructure as well.

The environment is highly vulnerable to hazardous materials, regardless if the release or 

spill is accidental, intentional, or natural.  Hazardous materials can be spread through 

water, air, or the food supply.  Once HAZMAT are in environmental systems, it may take 

days, weeks, months, or years to clean-up.  

Program operations are at a minimal risk to HAZMAT.  The  VCEOC is not located in close 

proximity to any hazardous materials facilities.  Volusia County Environmental 

Management,  the lead agency for hazardous materials (ESF 10), would work closely with 

the Volusia County Fire Services HAZAMT team during a large HAZMAT event.

Agroterrorism

Agroterrorism  is a term used to denote the deliberate introduction of disease-causing 

organisms and chemicals into the food supply through agriculture. It could impact the pubic if 

crops or agricultural foodstuffs contaminated with disease-causing organisms were to enter the 

food chain.  

Agroterrorism could potentially impact crops and livestock. Losses could be in the 

millions of dollars.

Agroterrorism could have a negative impact on the environment from the standpoint of 

crop destruction.

Program applications will not be adversely affected by an agroterrorism event. If 

necessary, additional support would be requested through mutual aid and FDEM.
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Florida Riot History http://www.connexions.org/CxLibrary/Docs/CxP-Riots_List.htm
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https://hazards.fema.gov/femaportal/wps/portal/NFHLWMSkmzdownload
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